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HSTS - HTTP Strict Transport Security

on August 26, 2010 by Paul Rouget in m

This article is about a new HTTPS header: Strict-Fransport-Security, Which
force a website to be fefched through HTTPS. This feature will be part of
Firefox 4.

How do you type URLs?

Do you prefix them with http:// or https:// systematically? Or do you just type
example.com and let your browser add http://, like most of the people do?

If a web page provide has an https version but you access it through http,
what happens? The http version of the Website re-direct you to the https, but
you first falked to the non-encrypted version of the website.

These behaviors can be exploited to run a man-in-the-middle attack.
To avoid this, you may want to force your website to be visited through https to

transform any http:/fx.com request to https:/ix.com (with no client-server
dialoa).
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HSTS - HTTP Strict Transport Security
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HSTS - HTTP Strict Transport Security
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§ite Fiddler - HTTP Debugging Proxy
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# Result  Protocol Host URL @ Statistics | jﬁ Inspectors 4 AutoRespander
a0 00 HIP COMNECT  jottit.com: 443 Headers | TextView | WebForms | Hexview | Autr |[Raw |
@41 200 HTTPS jottit.com 2D |
@142 200 HTTPS jottit.com 2D

A N R X GET https: //jottit.com/?XX HTTP/1.1
B 45 200 HTTPS CONNECT  jotfit.com: 443 accept: image/git, image/jpeg, image/pipeg, applicationy
@ 45 200 HTTPS jottit.com  f7KK Accept-Language: ja-1P,ja;g=0.7,en-us:;g=0.3
L User-Agent: Mozillas4.0 (compatible; MSIE 5.0; wWindows b
@4? 200 S jottit.com /2XXX accept-Encoding: gzip, deflate ’ ’
48 200 HTTPS jottit.com  [2X Proxy-Connection: Keep-Alive
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HTTP/1.1 200 OK

Strict-Transport-Security: max-age=16070400;
Ccontent-Type: text/html; charset=utf-8
Content-Length: 2393

Date: wed, 15 Sep 2010 08:21:00 GMT

Server: Tighttpd/1.4.26

~ -~
includes) —

<!DOCTYPE html PUBLIC "-//W3C,//DTD XHTML 1.0 Transitis
"http: [ www. w3 . org/ TR/ /xhtml11,/DTD xhtmli-transitional.
<html xmlns="http: //wsww.w3.0rg,/1999,/xhtm1"” Tang="en"
<head=
<meta http-equiv="Content-Type" content="text/htm
<link rel="shortcut icon" href="/Tavicon.ico"™ />
<link rel="stylesheet" href="/static/css-generate

<titlexJottit</titlex

<style type="text/css">
.C3d8e94581b85748abff0a11a378b86435 { visibility: |
.c4l1i1azfea435aerredde3dfeiozbbibza { display: nom
</stylex
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Fiddler - Customize Rules

class Handlers

{

private static var m_hsts = new Array();

static function OnBeforeRespongeSession: Session)

{

if( ( oSession.isHTTPS &&
oSession.oResponse.headers.Exists( " Strict - Transport - Security "))
{

(function(){
var s : String = oSession.oResponse|[ "Strict - Transport - Security" |;
var m = /max ¥- age¥s*=¥s*( ¥d+)¥s*(; ¥s*(includeSubDomains)¥s*)*/.exec( s );
if(m !I==null') {
m__hsts[ oSession.host | ={
“timer" : +(new Date()) + (m[1]?m[1]:0)* 1000,
“includeSubDomains” : m[ 3] ? true : false
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Fiddler - Customize Rules

class Handlers

{

private static var m_hsts = new Array();

static function OnBeforeRequedqibSession: Session)

{

if( (undefined == m_hsts[ oSession.host ]) &&
(oSession.oRequest.headers.UriScheme=="http") )
{

(function(){
var t1 = +(new Date());
var t2 = m_hsts[ oSession.host ].timer;
if(t2>=11){

oSession.oRequest.headers.UriScheme = "https";

}
H0;
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