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IE9 פּ ךּ

×JavaScript ḭ
ṇ אל ךּ

×IE HTML data ṇ

× HTML5 FileAPI:Writer
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window.openό άdata:application/octet-ǎǘǊŜŀƳΣΧέ ύΤ

צּ IE9!



HSTS
- HTTP Strict Transport Security -
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HSTS - HTTP Strict Transport Security

×HTTP HTTPSḭ ︡ ךּ
ḭHTTPS ︣

×
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HSTS - HTTP Strict Transport Security
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HSTS - HTTP Strict Transport Security
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HTTPS ︣

Strict-Transport-Security: max-age=15768000

Strict-Transport-Security: max-age=15768000; includeSubDomanis

כֿ{ HTTP HTTPS קּ

}max -age 

}includeSubDomains צּ אל
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HSTS - HTTP Strict Transport Security

×HTTPS Strictצּ -Transport -
Security ︣

×HTTP ︣ אל ךּ פּ ︡ ךּ

×Google Chrome, Firefox 4
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Strict-Transport-Security: max-age=15768000



IE
HSTS ︡ !ךּ
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Fiddler ḵ
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Fiddler

×Microsoft Eric Lawrence
Proxy HTTP

×JScript

×HTTPS
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http://www.fiddler2.com/fiddler2/
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Fiddler

×Microsoft Eric Lawrence
Proxy HTTP

×JScript

×HTTPS
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Fiddler - Customize Rules
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class Handlers
{

private static var m_hsts = new Array();
....
static function OnBeforeResponse(oSession: Session)
{

.... 
if( ( oSession.isHTTPS) && 

oSession.oResponse.headers.Exists( " Strict - Transport - Security " ) )
{

(function(){
var s : String = oSession.oResponse[ "Strict - Transport - Security" ];
var m = /^max¥- age¥s*=¥s*(¥d+)¥s*(; ¥s*(includeSubDomains)¥s*)*/.exec( s );
if( m !== null ) {

m_hsts[ oSession.host ] = { 
"timer" : +(new Date()) + ( m[ 1 ] ? m[ 1 ] : 0 ) * 1000,       
"includeSubDomains" : m[ 3 ] ? true : false

};
}

})();
}
....

}



INNOVATION TO THE FUTURE   NetAgent Co., Ltd.

Fiddler - Customize Rules
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class Handlers
{

private static var m_hsts = new Array();
....
static function OnBeforeRequest(oSession: Session)
{

....
if( (undefined !== m_hsts[ oSession.host ]) &&

(oSession.oRequest.headers.UriScheme=="http") )
{

(function(){
var t1 = +(new Date());
var t2 = m_hsts[ oSession.host ].timer;
if( t2 >= t1 ){

oSession.oRequest.headers.UriScheme = "https";
}

})();
}
....
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Fiddler

×Rule HSTS קּ !
(includeSubDomains )

×IE ṏצּ
HTTPS ṇּצṏ
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×Fiddler !!
קּ Ḯ

× צּ וֹךּ Ḯ

×IE9 HSTS ︡ Ḯ

× ẓ
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